
 1

$Q�$FWLYH�1RGH�$UFKLWHFWXUH�ZLWK�5HVRXUFH�0DQDJHPHQW�
Yuhong Li1, Lars Wolf 

Institute of Telematics, University of Karlsruhe 

76128 Karlsruhe, Germany 

{li,wolf}@tm.uka.de 

$EVWUDFW� Resource management in active nodes is important to protect the system resources offered by 

a node against abuse and to provide for application performance. Resource management mechanisms for 

active networks are needed including an according node architecture, approaches for the description of 

resource requirements, and adaptation methods to balance resource needs and availability among 

different applications. In this paper, we present a method for the description of resource requirements 

from applications, suggest a node architecture with a resource management system which also provides 

adaptation among different applications. Finally, we describe the implementation of the resource 

management system in the node architecture. 

.H\ZRUGV  Active networks, resource management 

��� ,QWURGXFWLRQ��

In recent years, active and programmable networks attracted much attention because of their flexibility 

and application-oriented properties. In these systems, user-specific algorithms to be executed in network 

components can be developed and composed allowing for application-specific computations in network 

nodes and value-added services [TW96]. Hence, the needs of applications can be better fulfilled, 

applications can deploy new protocols very quickly and change their services dynamically for specific 

purposes. 

In active networks (AN), mobile code can be injected by users into the network at run-time in the form 

of active packets. An execution environment is provided in the AN nodes for the execution of the 

injected codes. This way, users realize their more complicated tasks by acquiring additional “powers” 

from the networks. These powers are indeed resources in the networks. For AN nodes this means, 

                                                 
1 Contact author, telephone: ++49-721-6088073, fax: ++49-721-388097  



 2

however, that more of their resources are open to the users: users are permitted to utilize the resources 

within the network nodes in ways not foreseen by the network providers. This poses a new challenge to 

the resource management in ANs. 

Considering resource usage in ANs, it can be seen that more resources inside the networks are needed – 

with respect to  the types of the resources and to their amount. Furthermore, more and more applications 

and services will be introduced and deployed in ANs. The result of this diversity of applications and 

services is that the consumption of different kinds of resources is not equally balanced: some 

applications prefer more communication resource, while others need more computation or memory 

resources or both of them. Therefore, the status of the different kind of resources in the network nodes 

may be greatly different at different time points. Hence, in some cases an application cannot be accepted 

by the network nodes only because a single resource is inadequate though there is a surplus of resources 

of other types. 

The goal of our work is to approach the above problems by developing an active node architecture with 

explicit resource management. We introduce the resource-vector (RV) to describe the resource usage in 

ANs. Based on that, our system provides admission control and resource adaptation mechanisms inside 

an application or among different applications. The remainder of the paper is organized as follows: in 

section 2, we depict our method to express the resources consumed by active applications. Section 3 

introduces our active node architecture with resource management. Following this in section 4, we 

discuss implementation issues of the architecture. We compare our work with other resource 

management and control methods in active and programmable networks in section 5, and finally 

conclude in section 6. 

��� 'HVFULSWLRQ�RI�5HVRXUFH�&RQVXPSWLRQ�LQ�$FWLYH�1HWZRUNV�

As discussed above, the injection and execution of the application-specific code in active nodes have a 

great effect on the consumption of the network resources. In general, the following characteristics are 

distinct in ANs from traditional IP-based networks. 
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0XOWL�GLPHQVLRQDO� just like the transmission bandwidth, both computation and storage resource are 

important and must not be neglected in ANs.  

&RPSOHPHQWDULW\� the different kinds of resources required by an application can sometimes be 

complementary to each other. For example, when there is not enough transmission bandwidth while 

sufficient computation resources in the network, the media data of a videoconference may be 

compressed more highly at a node and than transmitted further. Through this method, the ultimate 

performance of the applications can also be satisfied. Another example is the representation of certain 

data structures, like sparse matrices and hashtables, where well-know tradeoffs exist between storage 

space and element access time. 

+LJKHU�OHYHO�VKDULQJ��In traditional IP-based networks, network resources are shared among links or 

connections. But in ANs, resources are consumed by different execution environments (EEs), i.e. 

resources in ANs are shared among EEs.  

These unique characteristics, especially complementarity, result in that the resources required by an 

application in ANs cannot be easily expressed just using a simple list of different kinds of resources 

such as bandwidth, CPU cycles and memory size. 

Considering the above characteristics of resource consumption in ANs, we use a resource-vector (RV) 

to describe the resource usage in an active node, e.g. the total resources in an active node, the resources 

required, reserved and consumed by applications. Our goal is to consider and approach the resource 

consumption in ANs by different applications in general and overall, taking the consumption of 

different types of resources into account.  

We first review the resource organization in an active node, and then give the definition and description 

of the RV. Here we can give an overview about our resource description approach only. More details 

can be found in [LW01]. 

����� 6\VWHP�5HVRXUFH�2UJDQL]DWLRQ�

As suggested in [AN01], functionally of an active node consists mainly of two parts: execution 

environments (EEs) and node operating system (NodeOS). The NodeOS multiplexes the node’s 
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communication, memory and computational resources among the various packet flows that traverse the 

node, and provides basic functions that EEs can use on behalf of applications. Applications can however 

access the resources in the system only through EEs. In the same time, there may be multiple types of 

EEs in one active node, applications can specify in their packets to the networks, which type of EE they 

use[ABG+97].  

When the first packet of an application arrives in the active node through the physical input port, a 

domain under the specified type of EE will be created for this application, and a certain amount of 

resources will be allocated to it if there are enough resources in the system. In this case the domain for 

an application can be considered as an instance of the specified EE type. 

Therefore we use a hierarchical model to organize the system resources. The system resources are 

assigned to different types of EEs. Each type of EE possesses a certain amount of the system resources1. 

The resources owned by each type of EE will be dynamically allocated to different instances of the EE 

based on RV introduced in the next section. The resources possessed by each EE instance can be simply 

described using RV. 

����� 59�'HILQLWLRQV�

5HVRXUFHV�DOORFDWHG�WR�LQVWDQFHV�

Let UL��M denote the portion of MWK� type of resource used by LWK�EE instance, then the total amount of 

resources occupied by instance ,L is : UL
�

={ UL��, U L��, …, UL�Q }. We call UL
�

a UHVRXUFH� YHFWRU� �59� of 

instance L. Apparently each component of UL represents one kind of resource required to guarantee the 

applications’ performance. Here, Q is the number of resource types that will be considered in the system, 

for example, if CPU, memory and network bandwidth resources are concerned in the nodes, Q is equal 

to 3.  

                                                 
1 The resource amount assigned to an EE can be based on statistics of the number of applications supported by 
each type of EE and their function. 
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59�6SDFH�

In order to acquire the guaranteed performance for an application, the resource consumption of the 

application in an AN is not a fixed value. The reason is that (i) the resource requirement specified by an 

application using a definite RV cannot always be satisfied in the “best-effort” networks and (ii) diverse 

resource combinations, each of which can be described using a RV, can sometimes meet the same 

performance requirements of the application. Hence the resource requirement from an application can 

be considered as a set of RVs. These RVs build a space. We call this space the RV space of an 

application.Each RV in the RV Space of an application can satisfy the performance requirement of the 

application. 

In practical use, the RV space can be extended and constructs a restrictive condition for resource 

coordination, adaptation etc. For example, it can be used for adaptation in the phase of admission 

control if it is specified in the form of a possible adaptation RV space. For a certain application, there 

may be a lower limit to some type of resources. In other words, when one of these limits cannot be 

satisfied, no matter how many resources of other types are available in the system, the required 

performance of the application cannot be met. We use 59/ 1 to describe this lower limit. It records the 

minimum value of different kind of resources that an application needs. Similarly, for the sake of costs 

etc., there may be also an upper limit to resources that an application requires, we denote this by 598. 

Therefore, a possible adaptation space can be stipulated with 59/��598, the worst efficacy and the 

highest cost that the application accepts; the resource adaptation can be done in this space. 

59�2SHUDWLRQV�

In order to be able to use RV for resource management purposes, such as admission control and 

adaptation, we define some operations for  RVs. Suppose U�
�

= {U���, U ���, …, U��Q }, U��

= { U���, U ���, …, U��Q 

                                                 
1 59/ and�598�itself may be not in the RV space, though they are used to describe the possible adaptation space.  
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}, we define operations such as U�+U����U�-U����U�/U����U�>U����U�<U���and U�=U���by applying the according 

operations on corresponding components of the RVs.1 

Clearly the importance of each type of resource is not same for the performance of an application. For 

example, a time-constrained application such as a video-conference prefers bandwidth over storage 

while a bulk transfer application probably prefers to store as much information as possible when links 

are congested. Hence, a weight factor is also defined together with RV in our system.  

The advantages of using resource vector to describe the resources in ANs are summarized as follows:  

• The RV reflects the fact that applications in ANs need multiple kinds of resources to fulfill their 

tasks. 

• The RV space represents the characteristic in ANs that the resource requirement of an 

application for acquiring a definite performance is a space instead of a definite point.  

• The resources used by active applications can be represented using RV, just like there is only 

one kind of resource needed in the classical network, in the resource reallocation or adaptation 

algorithm. This simplified greatly the description of the resource management algorithm. 

��� $FWLYH�1RGH�$UFKLWHFWXUH�ZLWK�([SOLFLW�5HVRXUFH�0DQDJHPHQW�

The architecture of our active node with an explicit resource management system is illustrated in Figure 

1. This active node architecture consists also of the major three components as suggested in [AN99], i.e. 

NodeOS, EE and AA (Active Application). However, a major difference from [AN99] and other related 

projects in the field of active networking is that we introduce an explicit resource management system in 

the NodeOS to manage the communication, CPU and memory resources in a network node. Here we do 

not repeat the description of the EEs and NodeOS function, but we discuss the modules in the resource 

management system in the following. 

                                                 
1 Note that for the division operation, the components of U� cannot be zero, however, this is uncritical since all 
applications need at least some resources of the different types. Note also that we have partial orders only. 
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Figure 1: An Active Network Node Architecture with Resource Management 

����� 5HVRXUFH�0DQDJHPHQW�6\VWHP�

As shown in Figure 1, the resource management system in the node architecture consists of mainly 3 

modules: 

3ROLF\�	�$GPLVVLRQ�&RQWURO��3	$&�� The policy control decides whether incoming packets from the 

user applications have the permission to be executed in this node. Admission control determines 

whether there are enough resources in the system when a new EE instance must be created according to 

the requirements of an application. During the admission control phase, the resource management 

scheme attempts to bind system resources to this application. A resource adaptation procedure can occur 

in this phase if there are not enough spare resources in the system. 

The tasks of the P&AC module are: 

• Receive an application request from the ANEP Demultiplexing module which contains the amount 

of resource requirements in the form of RV and the possible resource adaptation space. 

• Ask the EE Manager module if the incoming packet belongs to an existing EE instance.  

• Ask the RM module whether the presented amount of the resources can be met. 
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• Notify the EE Manager module that a new instance must be created with the given resources after 

receiving a positive response from the RM module. 

• Discard the packet in case of a negative response from the RM module. 

Only the resource requirements from the users are taken into account by this module for the moment. 

Whether the applications have permission to run in this node is for further study. 

&ODVVLILHU� 	� 6FKHGXOHU� �&	6�� This module schedules the execution of the applications and the 

transmission of packets to the next node. The resources that an application can acquire are mapped into 

the hybrid thread/event and channel model as suggested in [AN01] by our implementation of the node.  

• Each thread pool is given a scheduling period and time slice according to the Rate Monotonic policy 

[Liu73], its threads are only eligible to run when it receives CPU time. Additionally, each thread 

pool is pre-allocate a definite number of ideal threads. These ideal threads are dispatched to process 

events such as timeout and exceptions.  

• A channel gets a transmission scheduling period and slice of transmission time following the 

outgoing rate guarantees that an instance gets from the system finally.  

Clearly this module needs information from both different instances and the system. 

5HVRXUFH�0DQDJHPHQW��50�� The resource management scheme is implemented in this module. The 

main functions of the RM are to:  

• possess all the information about the resources in this network node; 

• provide necessary information to the P& AC and the C&S module; 

• monitor and adjust the resources used by each EE instances and send notifications to the EE 

instances to tell them the resource status of the system, e.g. how many resources are available and 

can be used or how many are needed; 

• hold different resource management algorithms, e.g. the resource management scheme discussed 

below is stored in this module. The general resource management schemes can be set by the system 

and network management EE or be received from application EEs at runtime.  
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����� )XUWKHU�&RPSRQHQWV�

Beside the resource management system, we also introduced an active application, namely a resource 

monitor tool, in the node architecture. The goal is to observe the status of the resources in the network 

node, e.g. to monitor the resource usage by the different EE instances as well as the unused resources 

which are still available in the node. For the moment, we implemented a graphical monitoring tool as an 

application running in the active nodes. It consists of mainly two blocks, one each for Data Recording 

and Display. The Data Recording block gathers the resource state information from the RM module and 

the EE instances. The Display block correspondingly provides a graphical presentation of the recorded 

resource state in the system. Using this tool, the resource consumption of different applications and the 

system resource state can be dynamically and graphically illustrated. Moreover, with the help of the 

Data Recording block, remote monitoring and resource state collection of the network node can be 

performed. This application needs to exchange some information with EE instances and the NodeOS. In 

order to reduce the complexity of the active node, in the current implementation this graphical monitor 

application uses a direct communication with the NodeOS.  

Additionally due to the introduction of admission control and the hierarchical organization of the 

resources, we also provide a simple manager for each type of EE. Its main tasks are to create a new EE 

instance and to decide if a newly incoming packet belongs to an existing EE instance.  

The System and Network Management EE module is used to configure the system, e.g. to set ANTS2.0 

as EE, Janos as NodeOS etc. Besides this, the resource management scheme used in the RM module is 

also set by the system and network management EE module. This allows for a dynamic configuration 

and even exchange of the RM module during runtime. However, the System and Network Management 

EE itself is created statically at system start time. 

����� 5HVRXUFH�0DQDJHPHQW�6FKHPH�

The resource management scheme contained in the RM module of the resource management system is 

very important. It affects not only the admission control in the P&AC module, but also the allocation of 

the resources possessed by each type of EEs which can then be assigned to the instances. It directs also 
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the C&S to transmit packets to the next hop in the whole network. Moreover, it also takes care of the 

adaptation of resources assigned to the different EE types. In the following we briefly present the 

currently used resource adaptation scheme(see [LW01] for further details).  

As mentioned above, the resource adaptation scheme is configured by the System and Network 

Management EE. This occurs in two cases: 

• In the phase of admission control. When the RV from a new arriving application cannot be satisfied 

directly, i.e. if one or several dimensions of the RV cannot be met because of the lack of the 

corresponding resources in the system. 

• During the “pre-lifetime” of an application. I.e. some resources have been reserved for applications, 

but still have not been used. In this case, the existing RVs may be changed.  

When the resource adaptation occurs, the following steps are performed: 

• Adaptation within an EE instance, i.e. change the length of some dimensions of the RV, is done 

first. In order to guarantee the QoS of the applications, the adjustment of the RV should be made in 

the possible RV adaptation space. This means that if one kind of the resources is not sufficient, say 

network bandwidth, CPU resource can be used as a complement to it. For instance, a more network 

bandwidth efficient compression method can be applied for the transfer of video data. In result the 

total delay observed by the video application may be the same as before.  

Currently, we use a “lowest price” method to adjust RV, namely if there are multiple possibilities to 

adjust RV (e.g. both CPU and memory can complement bandwidth), we first choose a method to 

ensure that the cost of the total resource consumption by the application is lowest. For this purpose 

we use the price to represent the resource status in the system. The fewer one type of resource in 

percentage, the higher the price. Therefore the total cost of an application is a function of the 

resource price and the amount of the resources that an instance consumes. Another strategy for the 

adjustment of RV could be, for example, to make the decrease of an application’s efficacy lowest.  

• Adaptation among EE instances that belong to the same type of EE is performed as second choice if 

it is impossible to adjust the dimension of a RV in the possible adaptation space specified by the 
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specific application. Then an adjustment among RVs of other applications resp. EE instances must 

be done. The result must be that all the affected RVs still reside in their own RV space.  

• If also the adjustment among EE instances belonging to the same type of EE cannot succeed, 

adjustments can occur among RVs that belong to different EE types. 

��� ,PSOHPHQWDWLRQ�

����� 1RGH26�DQG�((�

Though the particular NodeOS and EEs are not the focus of our discussion, they are the basis of the 

resource management system. To date several NodeOS and EEs have been defined and implemented, 

including Janos, PAN, ANTS, PLAN and CANE etc. Among these we selected Janos and ANTS2.0 as 

the basis of our NodeOS and EE respectively. 

We use the Janos [JAN] developed in the university of Utah as the basis of our NodeOS in the network 

node architecture. The most important reason is that Janos [PGH+01][THL01] provides already some 

basic resource control functions through limiting the different kinds of resources used by active 

applications. Moreover, Janos provides also most of the functions specified by the AN Node Working 

Group in the NodeOS Interface Specification [AN01], and fulfills part of our tasks of implementing a 

general active node architecture with resource management. Our resource management system, as 

shown in Figure 1, is added into the Janos.  

ANTS2.0 [ANT] from the University of Washington and the University of Utah has been selected as the 

basis of our EE1. ANTS2.0 is also based on Janos; uses it to access the network, create threads etc. 

Further, ANTS2.0 absorbed the intelligent per-protocol and per-application resource controls from the 

Janos project.  

However, we applied some modifications to Janos and ANTS2.0 to implement the resource 

management function in the active node.  

                                                 
1 Our current node architecture implementation provides for one type of EE only. Hence, for the moment, 
adaptations are done within one EE instance and among EE instances that belong to the same type of EE only. 
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• The whole resource management system, including the RM, P&CA and C&S modules, are 

integrated into the Janos. RV is the basic unit for resource description in our node architecture. 

• Some interfaces are added to Janos and ANTS2.0 in order to communicate with the resource 

management system. 

For example we have defined a class ResAdaptation with the methods of adaptReqReceived(), 

sendAdaptResp() etc. in ANTS2.0 as a corresponding response to the RM module in NodeOS.  

• In Janos, resources are specified in a very precise, hardware-dependent way, for example, physical 

memory limits are specified in terms of memory pages. Since we introduced RV as our resource 

description method, we had to add a method to map between the RV in our resource management 

system and the precise values that Janos needs. 

For this purpose, we add the classes of CPUSpec and NetBandwidthSpec etc. that are not supported 

currently in JanosVM and define the classes of RVtoMemSpec, RVtoCPUSpec as well as 

RvtoNetBandwidthSpec etc.  

In addition, the EE manager is integrated into ANTS2.0, whose functions are mainly receiving requests 

from the P&AC module and deciding if new flows should be created in the ANTS2.0 and Janos. 

����� 5HVRXUFH�0DQDJHPHQW�6XEV\VWHP�

According to the resource management scheme introduced in section 3.3, the resource management 

subsystem must be able to know the status of the resources in the system at any time. For this purpose, 

query methods are used to acquire system information in the RM module. Additionally, as another 

important issue of the resource management subsystem, accounting for the resources consumed by each 

instance must be provided. With the help of Janos, information about the bandwidth and memory used 

by an instance can be gathered relatively easily. However, the CPU time used by an instance is difficult 

to calculate. At the moment, we account the per-thread CPU time, similar to [CE98], but the threads are 

limited to one domain.  
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The system resource information as well as the information about the resources that an instance has 

consumed is periodically sent to the Monitor module. Correspondingly, the P&AC and EE manager 

module etc. need the system status information from the RM module. Figure 2 illustrates a scenario of 

the information exchange in a normal case inside the active node.       means that an adaptation has 

occurred. 
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Figure 2: Information Exchange inside the Network Node (Example) 

To test our resource management scheme, we developed an application running on top of ANTS2.0. The 

application sends packets. Their number and length is inverse proportional to the CPU requirement that 

it specifies in the resource request to the system. Hence, its bandwidth requirement is inversely 

proportional to the CPU requirement and the total resource requirement of the application can be 

satisfied easily after the adaptation of different kinds of resources. We use a background program to 

control the CPU load of the system. Through the monitor tool we can see whether the application is 

accepted by the node system and what happens, i.e. the changes of the amount of CPU and bandwidth 

resource, when the application is accepted. 
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��� 5HODWHG�:RUN�

In the following we contrast our work with those related to resource management in ANs. Other work, 

e.g., addressing more current IP-based networks such as [BGO+98][DGL+97][JLD+95] is not used for 

comparison due to the specific characteristics of resource consumption in ANs. 

Resource management in ANs first attracted attention for the sake of security and some measures have 

been taken against the abuse of system resources. ANTS[WGT98][Wet99] uses TTL to limit the times 

that a packet can access active nodes; however, there are no limitations for the amount of resources an 

active packet can use at one time. Janos is an operating system for AN nodes designed to prevent 

separate active applications from interfacing with one another and to provide administrators with strong 

controls over active applications’ resource usage[THL01]. Janos’ primary focus is strong resource 

management and control of untrusted active applications. However, resource management in the Janos 

system means primarily resource control. Similar to Janos, the starting point of the resource controlled 

active networks environment (RCANE) [Men99] is to withstand many classes of denial of service (DoS) 

attack. RCANE supports an AN programming model over the Nemesis Operating System, providing 

robust control and accounting of system resources, including CPU and I/O scheduling, and garbage 

collection overhead.  

Compared with these approaches, we provide an explicit resource management subsystem in our node 

architecture. We keep and use the resource control functions offered by Janos and ANTS2.0. 

Additionally, our work emphasizes the adaptation among the different types of resources needed by an 

active application, which have not been considered till now by other works. Besides this, we introduce a 

new and more general method for the description of the resource consumption. 

The core router operating system support (CROSS) [YC01] is a project that concerned with the 

development of an OS that will be used in the software programmable routers. With regard to the 

resource management, CROSS targets diverse router resource types, including CPU cycles, network 

bandwidth, state-store capacity and disk bandwidth, and support multiple virtual machines exporting 
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different router APIs, i.e. different type of EEs. They use different scheduling techniques for different 

kinds of resources. However, they do not concern the relationship between different kinds of resource. 

The research group in NIST concentrates on predicting and controlling resource usage in a 

heterogeneous AN [GMC01a][GMC01b]. Their starting point is that at different network nodes (with 

different levels of CPU speed, memory capacity, operating system, etc.) the resource requirements 

(especially the CPU requirement) for mobile code is different. Hence a model is needed to predict the 

CPU resource requirement in the intermediate nodes according to that in the source node. They use 

AVNMP (Active Virtual Network Management Prediction) as an overlay network over which a 

simulation model runs ahead of real time to predict resource demand among network nodes. Compared 

with this work, our work concentrates on one active node without studying the problem of 

heterogeneous active nodes at the moment. However, we address the problem of resource adaptation in 

our architecture. 

Within the work on Spawning Networks [CKV+99] from the programmable networks community, the 

resource management system Virtuosity in the Genesis Kernel [CVV99] [VCV01] addresses the 

function of admission control, resource allocation, monitoring and policing etc. Virtuosity implements a 

measurement-based virtual network admission control test during the spawning phase of a child 

network. In the case that the parent has insufficient resources to accommodate the new child network 

then it needs to renegotiate its needs with its own parent at the next level down its virtual network 

hierarchy tree, called dynamic provisioning. Compared with Virtuosity, our scheme can be also 

regarded as hierarchically and dynamic to some degree since the resource adaptation can be done in the 

level of application resp. EE instance, EE type and the whole active node. However, Virtuosity 

addresses mainly link bandwidth and there is no negotiation among different type of resources, but these 

functionality is offered by our system.  

��� &RQFOXVLRQV��

In this paper we discussed an AN node architecture with an explicit resource management system. We 

use RVs to describe the resource requirements from applications and the resource capabilities in the 
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system. The possible resource adaptation space of a RV and the resource adaptation scheme in the RM 

module make it possible and easy to realize the complementarity between different kinds of resources in 

case of resource scarcity in the AN node. Based on the resource control functions provided by Janos 

NodeOS and ANTS2.0, together with the admission control and resource adaptation functions in the 

resource management system, our node architecture provides for better performance guarantees and 

more flexibility to the applications. �
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