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Abstract—Among the most pressing issues in current deep size [4]. Expensive measures like postsilicon tuning [5 ar
submicron VLSI circuits are large parameter variations, pri- hence being applied to counter the deteriorating effect of
marily caused by process technology imperfections, that milt in parameter variations

excessive delay variations, and continuously increasin@f error One possible solution to this problem is statistical timin
rates. The former seriously challenges the classic synchrous p P 9

design paradigm, and coping with the latter requires suitatie ~analysis, which exploits the fact that the most pessimigiie
fault-tolerant architectures. ner cases of the worst case analysis are usually extremely un

In this paper, we present first results of the parameter |ikely to be ever encountered. Using the synchronous pgnadi
sensitivity analysis of our DARTS fault-tolerant clock ger conjunction with the resulting clock frequency may work

eration scheme. Unlike conventional clocking techniquesof tisfact for tvpical licati For d dable
GALS systems, DARTS does not use quartz oscillators, but Satistactory for typical applicalions. For dependabliaays,

generates approximately synchronized clocks by means of an hpwever, such a solution is typically considered unacdgpta
asynchronous distributed algorithm. Initially, both measurement  since synchronous circuits do not provide graceful degrada

and simulation results indicated deterministic fluctuations of the in case of a timing violation but rather fail arbitrarily. i$
DARTS clock frequency, which depend strongly on the delay hence more natural to use more relaxed design paradigms

parameters, but could not be explained by noise or dynamic . . . .. .
parameter variations. By means of non-linear control theoy like asynchronous quasi-delay insensitive logic [6], GALS

we develop an explanation of these effects, and establishath (globally asynchronous locally synchronous [7]), or anlyest
any non-trivial closed-loop asynchronous circuit exhibis such approach that is sufficiently adaptive to delay variations.

deterministic timing variations. Our simulation results confirm The other major weakness of present nanoelectronics is
that majority voting, as employed to attain fault-tolerance in s sysceptibility to radiation-induced transient fayg§-[10].
DARTS, improves the robusiness against parameter variatios, Studies like [11] reveal that the critical charge for 100 nm
but also considerably increases the complexity of the undgiing L . ) ;
control theory problem. technologies is below 5 fC, while particle strikes can gateer
charges in excess of 100 fC. It is argued that, without miti-
|. INTRODUCTION gation techniques, the soft error rate (SER) of e.g. DRAMs
During the last decades, the reduction of the feature sizeuld easily exceed 50000 failures 10° device hours [12].
down to the sub-100 nm range has enabled tremenddiste that radiation-induced errors have even been reported
advances in semiconductor technology: Chips became faster the clock distribution network in classic synchronous
denser and cheaper at a remarkable pace. There have alwdyps [13]. Although technology improvements like silieon-
been substantial technological challenges associatédthig insulator intrinsically improve the SER [14], circuit- afod on
miniaturization, such as excessive subthreshold currgmes- system level fault-tolerance techniques [15], [16] arendeg
mal problems, and oxide leakage. Although all these problemecessary for critical applications. At the system levakts
were solved by technological means in the past, the assdciatchniques typically involve replication of componentsigl
costs have dramatically increased. Further miniatugrati some form of majority voting — which in turn is difficult
targeting feature sizes well below 90 nm, will hence requingithout a synchronous clock. For these reasons, a promising
alternative ways for coping with the resulting effects, @i research challenge is to look out for replicated architexstu
are primarily substantial delay (and other parameterjatimms that work also with relaxed synchrony assumptions. One
and increased susceptibility to transient faults [1]. Thiises example is our DARTS (Distributed Algorithms for Robust
a number of interesting research issues. Tick-Synchronization) fault-tolerant tick generation scheme
More specifically, with parameter variations that affeat thdeveloped for GALS systems.
attainable operation frequency by as much as 30% [2] (noteRather than using quartz oscillators, DARTS generates
that the variations due to noise, power supply fluctuatiows aapproximately synchronized clocks by means of a simple
temperature add to this figure), the traditional synchranodistributed algorithm that has been implemented using -asyn
design approach with static corner case analysis beconass q@¢hronous digital logic. Since the DARTS clock frequency is
tionable: Since, as stated in [3] “safety margins are bengmientirely determined by certain path delays, it automédijcal
an important path delay component”, the margins required, _ _ _ , Ny
for accommodating all the delay variations may exceed thgr. he project DARTS g%%‘i{‘é%‘fséi'}gﬂgAggg the Austian bmuvit
, . proj page:
performance gain obtained by a further reduction of theufieat http://ti.tuwien.ac.at/ecs/research/projects/darts/



adapts to delay variations caused by parameter variation® demand that every nogiesends messages), (1), (2), ...
including dynamic ones like temperature, supply voltade, ein the given order during its executions.

Note that such an adaptive behavior is characteristic fer th We further follow Leslie Lamport [17], [18] and define
advocated flexible timing approaches, since variations agesynchronization problem to be a set of constraints on the
not just hidden in some safety margins. Given this stror@der of tick messages sent by nodes during an execution.
dependence on the parameters, DARTS clocks are an excellgmtalgorithm solves a synchronization problem, iff all of it
application for studying the effects of parameter variasio  executions fulfill the synchronization problem’s congttai

Beyond our interest in characterizing the stability of ouTypical constraints for synchronization problems are siea,
DARTS clocks, we also wanted to study whether and hosccuracy and restricting a producer node to act before a
the fault tolerance mechanisms implemented in DARTS hetpnsumer node acts on the same piece of data. Algorithms
in mitigating the effects of parameter variations on thecklo ensuring the latter are typically implemented by handsgki
frequency. Our conjecture was that voting would simply masle., a node waits until it has received th& piece of data
large variations of a certain number of parameters. Noté thimessag€k)) over all incoming links (following a “wait for
we are not aware of any work in the literature that deals withil”-rule), processes the data, and sends outithels! piece
this problem. of data (messagé: + 1)) over its outgoing links.

The detailed contributions of our paper are the following: When considering fault-tolerant synchronizing systerat t
After a brief introduction of the system model in Section llis distributed tick generation systems which solve a symchr
we will show by means of simulation in Section Ill that thenization problem in spite of faulty nodes, one has to repthee
frequency of our DARTS clocks exhibits some fluctuationsvait for all”-rule with more intricate rules. One such sgst
that depend strongly on the delay parameters. Surprisingly the DARTS fault-tolerant tick generation approach.
however, it turned out that they are not caused by noise or
dynamic parameter variations. Rather, they are detertiinisA. DARTS

fluctuations that occur also if all delay parameters arelljota 11 key idea in DARTS is to use a distributed tick genera-

stable (but _different from each other). Non_—linear contrglg, algorithm (TG-Alg) solving a synchronization problem
theory, applied to the non-fault-tolerant version of DARTS, harqware. Several instances of TG-Algs are distributed
in Section 1V allowed us to develop an explanation of thesg,o; the System-on-Chip (SoC) and communicate over a
effects. It turned out that any non-trivial closed-loop sy 1y connected (single-rail) point-to-point network (Figet).
chronous circuit exhibits such deterministic timing véinas. The TG-Net is responsible for exchanging the messages
Additional simulation results confirmed that majority vai 5 thys comparable to the clock distribution tree of a syn-
as employed in the fault-tolerant version of DARTS, indeegonous clocking paradigm or the handshake wires between
improves the robustness against parameter variations, BU4{nchronous modules. Each such TG-Alg supplies a locally
also considerably increases the complexity of the undeglyi 545 ched synchronous SoC module with a synchronized, fault

control theory problem. The section is concluded by a studyiarant clock signal0), (1),.... The algorithm we imple-

of Fh(? robqstnes_s of our systgm with respect to paramelfbnted in the TG-Algs is a fault-tolerant simulated authen-
variations, including a comparison to the synchronous .Ca$R ation protocol introduced by Srikanth and Toueg in [19]

As we consider our work as an initial step into a huge neWhich was modified by Widder and Schmid in [20] to a tick
class of problems, a list of open issues is finally presemeddeneration algorithm depicted in Fig. 1.

Section V.
Il. TICK GENERATION SYSTEMS 1f " Initialliz_ation */._ .
2: VAR k : integer :=0;
We consider the following class of distributed systems: Th@: initially send (0) to all [once]; .
system comprises nodesP = {A, B,C, ...} together with 4: if received(l) from at leastf + 1 distinct processes with> k

. L then
a message passing communication topology, here modellgd send(k + 1), ..., (1) to all [once];k := I;

as a weighted digrap{iP, E C P?,w), wherew(e), for e = g if received(k) from at least2f + 1 distinct processethen
(X,Y) € Eis anon negative weight assigned to the edge froi: ~ send(k + 1) to all [once];k := k + 1;

X to Y modeling the communication delay along this path
in [s]. Further we assign a (message triggered) algorithm to
each of the nodes. A nodgs algorithm performs as follows:  Clearly the Algorithm listed in Fig. 1 is not suited for ditec

It consists of a set of rules which are triggered whenevanplementation in hardware due to several reasons, the most
a message arrives at nogeand may possibly update nodesignificant being the extremely high degree of atomicity: at
p’'s local memory as well as send messages to other nodles reception of a message, evaluating lihebroadcasting

(a so called receive-compute-send step). Here, for siityplicnew tick messages and updating the local tick couhterust

we assume that receive-compute-send steps are atomic andeofperformed before any other message arrives. Thus the
duration0. We finally restrict the class of distributed systemalgorithm has been further refined yielding a design degicte
to those which send only messages of ascending naturaFig. 2. The Figure shows node A of an= 5 node system,
numbers at each node, so called tick generation systems, able to toleratef = 1 arbitrary faults.

Fig. 1. Tick generation algorithm
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employed in every node (A in the figure) to determine whether
the considered node (A) has received more ticks from th%—ig. 3. Measured DARTS clocks over time. Top to bottom: A, B,EC
respective other node (B, C, D, E) than generated by itself.
The comparators’ input paths coming from the other nodes arkirregularitiesstability, without giving a formal definition.
called “remote” paths, while the inputs fed with the localai Another question of interest not answered by our worst-
are called “local” inputs. The associated path delays diecta case characterization is the systemdibustness. Informally,
remote delay,*" for the delay from node to nodes and local we will call a tick generation algorithm robust (with respec
delay T}Fjg for the delay from node to its own comparator to parameter seP), if changing one ofP’'s parameters has
responsible for node, respectively. The comparison status i®nly a small relative effect on the correct node’s round sme
provided to two threshold gates that implement the algorish ~ Clearly it is desirable to build stable and robust systems.
two rules. As soon as one of the two thresholds is exceedéd,case of DARTS the parameter set of interest is the set
the tick generation unit is triggered to issue the respedtok. of all remote delayr*" and local delayr),?g parameters for

As mentioned above, for implementation in hardware thell nodesr, s. Note that by this assumption we consider all
original algorithm had to be further refined: The growiffg influences from the environment (temperature, supply gelta
messages could not be transported over the TG-Net and thiagse) reflected by potential changes in just these delats th
had to be replaced by “anonymous” binary signal transitionare under our full control in the following.
The detailed discussion of the implementation can be foundMeasurements of our DARTS system comprising five ASIC
in [21]. In [22] it has been formally proven at this level ofnodes, suggests that stability and robustness do not come fo
abstraction that, if a set of constraints on the delays e#i@ free: Fig. 3 shows an instable DARTS system with periodjcall
TG-Alg and TG-Net hold, then all correct TG-Algs providevarying round times.
their SoC modules with a synchronized clock in spite fof  To investigate whether DARTS is stable and robust, a system
Byzantine (arbitrary) faulty TG-Algs in a system with > model had to be found which both supports simulation and
3f+2 nodes —thatis: They solve the synchronization probleformal analysis. It turned out that the distributed algurit
with constraints{i) precision: For any two correct nodgs, ¢ can be naturally formalized as a set of (non-linear) diffiess
and timet, the tick numbers sent by and ¢ until any time equations. For this purpose we denote the time nodends
t do not differ by more than a constamtand (ii) accuracy: tick & > 0 with ¢,[k]. ¢,[k], k > 1 then can be expressed as a
For any correct procegsand any time interval, the number function with parameters from,. [k — 1], 7/°™ and 7/°¢, where
of tick messages sent gy during I, say #j,(I), is bounded r s € P. The non-linearities stem from the useafix, min
by a|I| +b < #,(I) < ¢|I| + d for constantsz, b, ¢, d. terms in the formal representation of the threshold gates.

In this paper, however, we concentrate on the design shown
in Fig. 2, as it is easier to follow and still reflects the ctwara A Initial simulation results

teristics we encountered with our hardware implementation \we have simulated a DARTS system with= 5 (and hence

f = 1) in a fault-free case, both with respect to stability and

with respect to robustness. The difference equations heee b
From [22] we know worst case measures of the algorithrmumerically solved with MATLAB, and in the following we

depicted in Fig. 2: Given the local and remote delays, weresent typical simulation results.

can calculate bounds for precision and accuracy. While this a) Stability: Here we (i) chose the remote delays ran-

allows a worst case characterization of DARTS yielding lsorddomly according to a normal distributioV (11, 2) with

constraints on the local clock signals, we cannot deduce the= 9 - 10~ and ¢ = 1077, (ii) chose the local delays

clock signal’s behavior within these bounds. For example wandomly from aN (5 - 1072,0.5 - 10~?) normal distribution

do not know whether a correct node exhibits high differencesd (iii) calculated:,[k] for everyp € P and0 < k& < 100,

in its round times (the duration between the sending of ick keeping the delay values unchanged.

and tick (k + 1)), and if so whether these irregularities occur Fig. 4 shows the round times of all five nodes obtained in

in a predictable, systematic pattern. We will call the alssentwo simulation runs with different choices of the delayseTh

IIl. STABILITY AND ROBUSTNESS OFDARTS



round times [s]

7 Fig. 6. 3 node wait-for-all systemFig. 7. 3 node synchronous system

0 2 4 6 8 10 ) .
tick number tick number irrelevant. We would further expect that position, cut-affd

width of the ramp are determined by the other delays, and
this is the main difference we would therefore anticipate in
further simulation runs. Fig 5 (b), however, shows a différe
result is quite surprising in several respects: First, oneily YP€ Of dependence: We can observe one or even more distinct
expect the round time to stabilize and remain constantzaat lePlateaus in the curve, where the valuer§ify, is also irrelevant
after the decay of potential transient effects; after allkgep [N @ limited interval, with intervals of linear dependendei(

the delays constant during the whole simulation run. As c&lfferent slope!) in between. - o

be seen in the figures, this is not the case: the round timesC|early an analytic treatment like finding an explicit func-
show a significant variation (about 10% around the averagelifin t»[k] dependent on the local and remote delays only
both cases) that appears to be periodic. The second rentark}fpuld clarify the involved processes. There exists interes
observation is that shape and period of this variation agelg INg Work on the analysis of periodic behavior on min-max

different for the two simulation runs, which indicates aosig functions: In [23] a general treatment of two dimensional
dependence on the choice of the delays. min-max functions is provided (corresponding to a two node

tick generation system, here). [24] states and [25] prokes t
lected delay, namely[e™,, while keeping all other delays fierIduahty conjecture, which reduces the problem of finding the

at the value determined through an initial random selecticﬁﬁ(erage round timéim;._. (¢, [k]/k) of a min-max system to

(distributions like above). Fig. 5 shows the (mean) rounakti ndl_n_g itin a set of max only systems. Unfortunately, howeve
observed for nodel over ™ in two different simulations stability and robustness cannot be deduced from the average

(i.e. with different choices for the other delays) round time. Summarizing, we must admit that the non-linear
.F.ig 5 (a) meets our expectation quite weI.I' There is difference equations are too complex to solve ad hoc by usual

- o ) . . eans. We hope to gain a better understanding that might help
rem

limited range within Wh'ChCEmD has a (linear) impact on the o solving the DARTS solution from an investigation of less

round time. If the value of 5"}, becomes too small, it cannot

. . complex systems and further generalization. The next@ecti
contribute to the set of slowest paths and if it becomes t P y 9

. . N N . %1l thus be devoted to the analysis of these systems.
large, it contributes to a “slowest path” that is masked by

the threshold function. In both cases its actual value besom IV. ANALYSIS OF SIMPLIFIED SYSTEMS
A. Sability

x10° The simplest synchronizing systems are those where the
8.436¢

algorithm waits until it has receivedk) on all its incoming
8.435 % links and then sends oyt + 1). We will call this class of

algorithms “wait-for-all” algorithms. Consider a disttted

Fig. 4. Round times of simulated five node DARTS system, (aytshnd
(b) long stabilizing prefix

b) Robustness: Here we systematically varied one se

8.434

+ system consisting of three nodés= {A, B, C'} with links
o) 8433 between all pairwise distinct node-pairs, and a loop at node
z 8.432] A, cf. Fig. 6.
£ . Interestingly for these systems, there exists a calculus fr
T 8431y non-linear control theory which yields an explicit formutar
§ 8.43f talk] (see [26] for an introduction).
§ Let ©2 be the adjacency matrix of the communication graph,

i.e., Q,q:=w((p,q)). The equation for 4 [k],k > 1 can then
be formulated as

talk — 1]+ Qa. 4,
‘ ‘ ‘ tA[k] = max tB[k—l]—l—QB,A, (1)
8 9 10 tolk — 1]+ Qc.a

parameter [s] x10™°

7 8 9 10

parameter [s] % 10~°

and analogous equations are obtained #fgfk] and tc[k].
Fig. 5. Parameter variation, (a) ramp and (b) multiple @late There exists a convenient notation that allows to express th



and the process starts again. The round times are exactly the
delays4, 8,10,4, .. ..

Example 2. This example is only slightly different from
Example 1: Let all delays bg exceptfor2s p = 10,Qp ¢ =
8 and Q¢ 4 = 2. Clearly, again, the mean cycle weight of
Cmax = {4, B,C} represents the maximum, namelyt3+2,
Round times are depicted in Fig. 8 (b).

Here the maximuni-hop path with sinkA is of length2
((C, A)), the maximum2-hop path with sinkA is of length
\ 10+1 ((4, B), (B, A)) and the maximun3-hop path with sink
¢ Aisof length10 48 +2 ((A, B), (B, (), (C, A)) closing the

round times [s]

2.3 4 5 1 2. . 3 4 .
tick number tick nufnber cycle Ciuax. Round times atd are thus2,9,9,2,.... Clearly
Fig. 8. A (x). B Q). C (o), (a) Example 1, (b) Example 2 a view form B involves different paths: Althoug®’s longest

path cycles througli,.x, t00, it comprises of a different prefix
system as a matrix multiplication after transforming it taxa and postfix, leading to different round times as can be seen in

plus algebra, namely Fig. 8 (b).
Example 3. This time we set all edge weights alog,.x
talk] talk —1] to 10, i.e., all delays aré, except forQ4 5 = 10,Q5.c = 10
tlk] | =Q" | tslk—1] (2) andQc .4 = 10. Round times then can be observed not to
tolk] telk —1] oscillate, since the maximuri-hop, 2-hop and3-hop path

. o . .__differ by the same amourit0.
The max-plus matrix multiplication is performed as in linea . L
Example 4. The same effect of non-oscillatory behavior is

algebra with subsequent replacement+ofwith max and - ) . . . )
with 4. The solution to solving this equation is inspired b bt_alned 'f_Cmax has exactly one hop. Th.'s scenariols o_btamed
y increasing24 4 (e.9.,Q24, 4 = 10, while all other weights

an equivalent problem from graph theory: How long is th

longest (with respect to the weights) path oft hops with arel). , ,
sink p. Interestingly the answer to the latterisik]. In summary we can conclude that oscillatory behavior of

Since we consider only finite node systems, our commuﬁPund times after the transient execution prefix is not dudeo
cation graphs are finite and thus for sufficiently lafgenust ?dd|t|on of Iault tolerance to the synchronization algumi—
contain cycles (closed path with distinct vertices in betmje wait-for-all” algorithms exhibit the same behavior.

In case of our three node system, every path of length

must contain at least one cycle. In most systems (includimg P Robustness

three node system), there exist more than one possiblescycle We will consider two types of systems and investigate their
Let C C F be a cycle, then%‘( is the mean cycle robustness to delay variations: (1) synchronous desigh tha
weight. It can be formally proven that if there exists a cyclshall serve as a reference, and (2) a “wait-for-all” design.
Cmax With maximum mean cycle weight then the maximum Example 1.A three nodg A, B, C') synchronous design can
paths with sinkp comprise (i) a prefix, (ii) a number of cyclesbe modelled as a four node system with the additional @de

throughC,,,x and (iii) a postfix. In case lies itself on cycle modeling the oscillator. The communication graph comygrise

Cmax, the prefix will be empty. edges fromD to all nodes (including itself) and is depicted in
In the following we will consider four typical weight Fig. 7. The parameter varied & o. Clearly the mean round

assignment$) resulting in different round times each. duration of node4 is Q2o o, which forms the only cycle. Any
Example 1. Let all delays bel, except forQ, p = variation inQo o will be directly mapped to the round time.

10,Qp,c = 8 andQ¢ 4 = 4. The mean cycle weight of cycle Example 2. Next we vary parametefl, g in a three
Cmax = {4, B,C} is 122241 'which represents the maximum.node “wait-for-all” system with all other weights set to
The resulting round times are depicted in Fig. 8 (a). The resulting mean round durations are plotted in Fig. 9.
It can be observed, that the system has no stabilizing prefigom the considerations of the last section we know that here
and that its round times vary with a period of three. Fifmax = {;(A B),(B,A)} and the mean round duration is
example As round times are,8,10,4,.... By definiton given bygATB+ This results in only 50% of the variations of
all nodes boot at time) and initially send tick (0), thus €4 5 being visible in the round time. Moreover, we observe a
t4[0] = 0. To solvet 4 [k] for k > 1, we consider the equivalentlower cut-off for€24 5 < 1 which can be explained by theory
graph theoretic problem and observe, that the longdsvp as well: Since, all other weights ate for 24 p < 1 the edge
path with sink A is of length4 ((C, A)), i.e., ta[l] = 4. (A, B) is notin the cycleC,,., determining the round time.
Further the longest-hops path with sinkA has lengthd + 8 In summary we can confirm our initial expectation that
((B,C),(C, A)) yielding t4[2] = 4+ 8 and the longes3-hop the non-synchronous system exhibits higher robustnesssiga
path with sinkA has lengtht+8+10 ((4, B), (B, C),(C, A)), parameter variations, at least for this simple case. While
yieldingt4[3] = 4 + 8+ 10. By then the cycl& .« is closed synchronous systems depend linearly on the varied delay
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Fig. 9. “Wait-for-all” algorithm, mean round duration. (8]

parameter, “wait-for-all” systems have a (different) bmede-
pendence with lower cut-off. As soon as fault tolerant syste (g
like DARTS are considered, they posses an additional upper
cut-off, as already discussed in context with Fig. 5 (a).

V. CONCLUSION AND REMAINING QUESTIONS (10]

We have analyzed the timing behavior of loop structures
built from non-synchronous modules, where the operationtﬁfl]
one module is triggered by more than one others, possibly
by majority voting. Such architectures may form an attrgeti
alternative to synchronous systems, offering higher fliéigrb (12]
for parameter variations as well as fault tolerance. Ounexa ;3
ple was the DARTS clock generation scheme that is composed
of asynchronous components whose communication gener:ﬁg]s
a globally synchronized fault tolerant clock.

We have pointed out that the execution runs of such systems
(the clock period in DARTS) tend to show a periodically
varying duration, even in a perfectly stable environmerd an
in the stationary case. By application of results from norit5]
linear control theory we have been able to model and predict
this behavior, and to derive conditions for the existence pfg)
these variances. So far, however, we have only been able to
treat specific cases, in particular those where no faultshen i
inputs can be tolerated. As soon as majority voting is intro-
duced, the complexity of the problem becomes substantially
higher. This case, however, is extremely relevant for faultt®!
tolerant architectures in practice and therefore needhéur |1
investigation. It appears that such systems will be moresbob
against (static and dynamic) parameter variations, bug tHfO!
also needs confirmation by careful studies. In particular th
qguestion arises, whether normally distributed variatiame [21]
projected to normally distributed variation of the exeouti
run duration. If so, a characterization of such systems Iy th
usual parameters, such as phase noise or Allen variancéd wdez]
be interesting, while otherwise a suitable alternativéistiaal

approach has to be sought. 23]
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